IMAMSATKA
10 0e30MACHOCTH NPH MCIOJIb30BAHMN YAAJIeHHbIX KaHAN0B o0cay:xuBanns [IAO Coepoank

Brr mpucoeauammcs k JloroBopy, B paMKax KOTOPOTo KiMeHTaM baHka mpemocTaBiseTcss BO3SMOXHOCTh
COBEpIIATh OIEpalMd W TOJydaTh HMH(DOpPMANHI0O MO cueTaM uepe3 YJaJIeHHbIC KaHAJIbl OOCTYXXKUBaHUS, K
KOTOPBIM OTHOCSITCA:

- YcrpoiictBa camoobcenyxuBanus banka,
- CoOepOank Onaiiy,

-  MoOunbHbI OaHK,

- Konraktusiit lHentp banka.

Bbl nMeeTe BO3MOKHOCTh YCTAHOBUTH OTPAHUYCHHUE TOCTYIMHOCTH (BUIMMOCTH) CYETOB, KOTOpPhIC Bhl He
XOTHUTE UCTIOIB30BaTh B Y AaJICHHBIX KaHAJIaX 00CIyXuBaHUs. OrpaHUYCHHUE MOKHO YCTAHOBUTH OTACIBHO IS
KaXIOr0 W3 KaHaJoB: IJIsl YCTPOWCTB camooOcmyxuBaHus banka, mns COepbank OwnmaitH (B TOM dmcie
OTIETHHO JJIT MOOHMIBHBIX TIPIITOKEHIH ) 1 MoOHuIIsHOTO OaHKa.

Y CTaHOBUTH WJIM U3MEHUTH MEPEUCHb JOCTYIHBIX cueTOB Bbl MokeTe kak yepe3 CoepOank Onnaiin (1o
BCEM cueTam), Tak u B JoboM [lompazneneHnn baHka Ha TeppuUTOpPUH OOCITY>KUBaHHS COOTBETCTBYIOIIETO
JOToBOpa (TOJBKO IO CYETaM BKIIAJIOB).

[IpaBuiia noap30BaHus Y JaJicHHBIMU KaHAJIaMU O0CITy>KHBaHUs OIpeieiieHbl B [loroBope.

Hcnonp3oBanue  YIaJICHHBIX  KaHAJIOB  OOCIIY)KMBaHUS  CONPSIKEHO C  PUCKOM  IOJNIYYCHHUS
HECaHKIIMOHUPOBAHHOTO JIOCTyTa K KOH(pUACHINANbHOH nHopManun KimeHTa u oCyIIecTBICHHS MTEPEBOIOB
JIEHEKHBIX CPEJICTB CO CUCTOB HEYITOJIHOMOUYCHHBIMU JIMIIAMH.

K xondunennmansuoit nadpopmannu Kimenra otHocutes:
- wmHpopMaIus 00 OCTaTKax JEHEKHBIX CPEJICTB Ha CUETAX;
- uHOPMAIHS O COBEPUICHHBIX ITIEPEBOJAX JCHEKHBIX CPEIICTB;

- wuH(popManus, coaepxkamascs B o(GOpMICHHBIX Bamu pacnopsbKeHHSX Ha TEpeBOJ JICHEKHBIX
CPEICTB;

- uH(popmanus, HeoOXxonumasi Ais ynocroBepeHus KinmeHTamu mpaBa pacHoOpsDKEHHS JI€HEKHBIMU
CpelcTBaMU, B TOM YHCJIE JaHHbIE JlepaKaTesen KapT;

- uH(pOpMaIKs OrpaHUYEHHOTO JIOCTYIA, B TOM YHCJE NEepCOHAIbHBIC JaHHbIE U WHAs WHPOpMAIHs,
noJuiexaiias o0sS3aTeIbHOM 3allMuTe B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuiickoit
Ddenepanuu, obpadaTbiBacMas IPH OCYILIECTBICHUN TIEPEBOAOB ICHEKHBIX CPEACTB.

Hwmwxke mnpuBeneHsl pekoMeHIyeMmble baHKOM Mepbl 1O CHIDKCHHIO PHUCKOB  IONyYCHHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYIa K KOHPUASHIIMAIbHOH nH(opMarnu Kinenra.

IMomuute! Ilepenaua kapTbl wim ee pexBusuToB, Jloruna (MaeHtudukaTopa moJib3oBaTelis),
IHocTossnHoro maponas, OnHopa3oBbix mnapoJgeii, KontpoabHoii uHpopmanumm u Koma kiauenra,
NpeJHA3HAYEHHBIX JJIsl JO0CTyNa M MOATBEPKIECHUS Oonepanuii B YAaJeHHbIX KaHAJaxX 00CJTyKHBaHUS,
apyromy Juuny (B ToM 4Yuciae paGoTHUKY banka) o3Hauaetr, yro Bbl mpegocraBisiere BO3MOMKHOCTH
APYTUM JMIaM NPOBOAUTH ONEPAIUH 10 cHeTaM.

I[Mpr nr00BIX TOAO3pEeHUSIX Ha MolleHHH4YecTBO (ecnm Bei  momyuynnmu  SMS-cooGmienue/Push-
yBeZoMIIeHHe OT baHka mo omepauuu, KOTOpylo BbI He coBeplIany WiIM OHO BBI3BIBACT JIOOBIE COMHEHHS U
omnaceHus), cieayeT Hezame/unTenbHo oOpatuthes B KonrakTHblid Llentp banka mo Homepam TenedoHOB,
YKa3aHHBIM Ha 000POTHOM cTOpoHe KapThl M Ha OduimansHoM calite banka:

+7 (495) 500-55-50
8 (800) 555-55-50

a Taoke ¢ MoOuIbHOrO yeTpoticTBa, Haopas Homep 900.

[Ipu oOpamenun 1O yKa3aHHBIM HOMEpaM Tele(OHOB MPOUCXOIUT COENWHEHHE C CHCTEMOU
aBTOMaTHU3UPOBAaHHOTO oOcayxuBanus (IVR). s coenuHeHus: ¢ JMHHUEH, NperHa3HAYCHHOW Ui Mepeaayu
coobmieHust 00 yTpare KapThl WIM O TOAO3PEHHHM Ha MOIIEHHUYECKHE NEHCTBHS, HEOOXOAMMO B TOHOBOM
pexxuMe HaOpath nudpy «1».



[onpoGHas wHPOpPMANKS O CITOCOOaX MOIICHHHYECTBA M MEpax 3alllUThl pa3MelneHa Ha OdunuarbHOM
calite banka.

Mepbl 06€3011aCHOCTH NIPH UCIOJIL30BAHUU KAPTHI

XpaHuTe CBOIO KapTy B HEIOCTYITHOM JUJISl OKpYKaomux Mecte. He nepenapaiite KapTy U €€ pEKBU3UTHI
IpyroMy JUILY, 32 HCKIIIOUeHNEeM TpoaaBna (kaccupa). PekoMeHryeTcss XpaHuTh KapTy OTAEIBHO OT HAIMIHBIX
JeHeT ¥ IOKyMEHTOB, yIOCTOBEPAIOIINX TMIHOCTh, 0COOEHHO B MTOE3/IKaX.

Bo uzbexxaHue MolIeHHHYECTBA C HMCIOJb30BaHUMEM Bameil kapThl TpeOyiiTe MpoBeAeHUs omepanuil ¢
KapTol ToJbKO B Baiiem npucyTcTBUM, HE MO3BOJISITE YHOCUTH KapTy U3 NoJs Bamero 3penust.

He npucnymmusaiiTech K coBeTaM TPETbUX JIMII, a TAaKXKe HE INPUHUMANTE UX ITOMOILb IPU NPOBEICHUU
onepauuii. [lpu HeoOxoaumocTu oOpaTtuTech K coTpynHukam B [logpasznenenun banka nim mo3BOHUTE 1O
HOMepaM Tene(OHOB, YKa3aHHBIM Ha YCTPOHCTBE caMOOOCITYKHBAaHUS WIM Ha OOOpPOTHOH cropoHe Bareit
KapThl.

Bo m3bexxanne wncronb3oBaHus Bamiedi kapTel TpeThuM JmnoM Xpanute [IMH oTmenbHO OT KapThl,
HCKJIFOUYUB OJHOBPEMEHHBIN IOCTYN K HUM (Hampumep, B onHOM OymaxxHuke), He mummute [IMH nHa xapre, He
cooomaiite [IMH apyrum mmmam (B ToM dwncie poicTBeHHHWKam), He BBomutTe [IMH mpm paborte B cetn
WNutepHer.

Hu npu kakux oOcTosiTebcTBax He coodmaiite cpoii [IMH Hukomy, BKJIKOYAST COTPYIHUKOB
Banka.

Mepn1 6e3onacHocTu npu padote B Coepdank Oniaiin

Jnst Bxoma B CoOepbank Ownnaitn Bam HeoOxomumo BBectr Jlorun (MneHtudukaTop mosb3oBaTens) u
[locTosHHBIN TMapoib, MOMOIHUTEIHHO MOXET BBOAWTHCA OIHOPA30BBIA Mapoib (€CTM JaHHAS OMIHA
npexycMoTpeHa Bamu mpu HacTpoiike «JMaHOM cTpaHumby). s Bxoma B Coepbank OwmaiiH He Tpebyercs
BBOJIUTh HUKAKOW Apyroi mHpopMaimu (3a UCKIIOYEHUEM ClTydas IepBOHAaYaIbHOM peructpanun B COepOank
Owtaiin Ha OdunuanbHoM caiite banka, xornma mis nmonydenus Jloruna (Muentudukaropa monb3oBartens) u
[ToctossHHOTO Mapois TpeOyeTcs BBECTH HOMEp JACWUCTBYIOIIEH OaHKOBCKOW KapThl (KpOME KOPIOPATHBHBIX
KapT)).

Buumanme! Ecim s Bxoma B COepOank OwmnnaitH Bam mpejjiaraercs BBeCTH JIIOOYIO JPYryIO
TIEPCOHANBHYIO MH(OPMAIMIO MM JIOTIONHHUTEIbHBIE JaHHble (HOMEpa KapT', HOMEp MOOMIILHOTO TesedoHa,
KoHTponbHYI0 MHpOpMaNMio WM JIpyrHe JaHHBIE), 5TO yKa3blBaeT HAa MOIIEHHMYeCTBO! B Takmx ciydasx
HE00XO0IMMO HEMEIJICHHO NIPEKPaTUTh ceanc padboTel B COepbank OHIANH U CpOYHO 00paTuThes B baHk.

bank HMKoOr/Aa He 3anmpalIMBaeT NAaPOJIH A1 OTMEHbI onepauuii nin madnonoB B Coepbank OHnaiiH.
Ecnmu Bam mpemmaraercst BBECTH Mapoib Ui OTMEHBI ONepalyy, B TOM YHCJIE W TOH, KOTOpyro Bbl He
coBepiaiau, Bam He00X011MMO TpeKpaTUTh ceaHc padoThl B COepOank OHIaiH U CpOUHO 00paTUThCs B baHk.

ITpu monydenun ot banka Ha MobOuibHOe ycTpoiictBo SMS-cooOrienus w/uimu Push-ysemomienus c
OnHOpa3oBbIM NapoJeM BHUMATEIBHO O3HAKOMbTECh C HWH(OpManueld B COOOIIEHHH/YBEIOMJICHUH: BCE
PEKBU3UTHl OMepald B HampaBleHHOM Bam co0OIICHWW/YBEIOMIIEHHH JOJDKHBI COOTBETCTBOBATH TOMH
orepaium, KoTopyto Bl cobupaerech coBepnTh. TONBKO MOCIe TOro Kak Bel yoeannuce, uro uHpopManys B
aToM SMS-coobmiennn/Push-yBe1oMiIeHnE KOPPEKTHA, MOYKHO BBOJHUTH T1APOJITh.

Hcnonw3yiite TONBKO HanexHbie W npoBepeHHble Toukn Wi-Fi. He pekomeHmyeTcs MOIKIIOYATHCS K
MOMYJIIPHBIM H/WiIK OecTIaTHbIM To4ukaM jgoctyna Wi-Fi, eciin Bbl He yBepeHbI B JOCTOBEPHOCTH UMEHH TOYKH
nocryna. Obpamaem Bame Baumanue, uro Touku nocryna Wi-Fi, 11 moaKIroueHns: K KOTOpbIM He TpeOyeTcs
BBOJ| MAapojisi, MOTYT MpEACTaBIATh IOBBIIIEHHYIO OINACHOCTh B CBSI3M C BO3MOXKHBIMH JIEHCTBUSAMHU
MOIIIEHHUKOB, HAIIPaBJIEHHBIMHU Ha MOJlydeHHEe JTOCTyNa K Bammm nmepcoHanbHBIM TaHHBIM.

IHomuuTe! BBoasi OnHopa3oBrblii napoJb, Bel 1aéte banky pacnopsizkeHue o NpoBeeHUHU oNepaliu
¢ ykazaHHbIMH B SMS-coo6mennn/Push-yBegoMiieHun peKBH3NTAMH.

Hu npu kakux o6crositeqibeTBax He coodmaiite Ilocrosinublii 1 OnHOpa3oBble MApPOJH HUKOMY,
BKJIIOYAsl COTPYAHNKOB banka.

B cayuae yrepu wim kpaxu ueka ¢ Jlorunom (MaentuduraropoM mnosp3oBatensi) u [locTOSHHBIM
naposem Bam cnenyer HezamenmutenbHO oOpatuthest B Konraktaeiii Lentp banka.

! Ykazanne Homepa kapThl TpeGyeTCs TOIBKO TIpH IepBOHAYATbHOI perucrpamuy B Cicreme «COepGank Ommaiiny.



[Ipu pabote ¢ CoepOank OHNAH BCeraa NPOBEPSHTE, YTO YCTAHOBICHO 3alIMIICHHOE Ssl-coelnHeHne ¢
opurmansaeiMu  caiitamu  (https://esk.sbrf.ru, https://online.sberbank.ru). B oxHe Opaysepa DO/DKHO OBITH
n300pakeHrne, 0O03HaYaroIIee HaJHMYNe 3alIUIIEHHOTO COEITWHEHHsS, KOTOPOE OTINYAETCS B 3aBHCHMOCTH OT
Opay3epa. Hanpumep, B Opaysepe Microsoft Internet Explorer B mpaBoit yacTu aApecHON CTPOKH PacIoiaraeTcst
JKEITBIN 3aMOYEK.

He momp3yiitece COepbank Ownmaiin yepe3 MHTepHeT-0003peBaTens MOOWIBFHOTO YCTPOICTBa, Ha
KOTOpBIA TpuxoaaT SMS-coobimenus/Push-ysenomienus ¢ moarsepkaaromum OnHOpa3oBbIM maposeM. st
MOoOUIBHBIX YCTPOWCTB CYIIECTBYIOT CIICHUANBHO pa3paboTaHHbie baHkoM MOOWIBHBIC PHIOKEHUSL.
[MomyuuTs nHGOpMaIHIO 0 TakuX MOOWILHBIX TpUIOKeHMIX baHka U criocobax uxX ycTaHOBKH Bbl MoxeTe Ha
OdunmansHoMm caiite banka.

HAns  uckiIroueHWs KoMIpomeranuu Bameil ¢uHaHcoBo uWHpOpMAmMM M XUILEHHUS CPEACTB,
HACTOSTEIbHO HE peKoMeHAyeM Bam monkimrouaTs K yciyram banka Homepa TenedoHOB, KoTopble Bam He
IIpUHAJIEXKAT.

[lomp3yiiTech AOMOMHUTENBFHBIMA BO3MOXKHOCTSIMH COepOank OHIAH 1O TOBBIIIEHUIO YPOBHS
6esonacHoctd  (SMS-undopmuposanne/Push-ysenomnenns® o Bxoge B COepbank OmnaifH, HACTpoiika
BUIUMOCTH KapT u mp.). Jns HacTpoiikum wmcmonw3yiite meHto «Hacrtpoitkm», manee pasmen «Hactpoiiku
0€e301acHOCTIY.

He ycranaBnuBaiite Ha MoOWIbHOE yCcTpoicTBO, Ha KoTopoe bank ormnpasiser SMS-coobmenus/Push-
YBEAOMJICHHA C MOATBCPKAAIOIIUMU O,HHOpa?)OBI)IMI/I napoJjsiMu, MPUJI0XKCHHUA IO CCbUIKAM, IOJYYCHHBIM OT
HEU3BECTHBIX BaM HCTOYHHKOB.

HOMHI/ITC, yro bank He paccblIa€T CBOUM KIIMCHTaM CCBLUJIKM WKW YKa3aHWA Ha YCTAaHOBKY MO6I/IJ'H>H])IX
npunoxenuit uepe3 SMS/Push/MMS/e-mail—coobieHust.

Ha Mo0OwmisHBIX ycTpoiicTBax, KoTopbie Bol ncmonb3yete st moctymna k Coepdank OHIalH:

® JCNOJB3YHTE COBPEMEHHOE aHTHBHPYCHOE MpPOTpaMMHOE oOOecredeHne U CJIeOuTe 3a ero
PeryJsipHBIM OOHOBJICHHEM;

® DEryJSIpHO  BBINOJNHSANHTE AHTUBUPYCHYIO TPOBEPKY [UIS CBOEBPEMEHHOTO  OOHAapyKEHHS
BPEOHOCHBIX ITPOrpamu;

® CBOEBPEMEHHO YCTaHAaBJIMBAiiTeé OOHOBJICHHUS  ONEPAMOHHOW CHCTEMBI, pPEKOMCHIyeMbIe
KOMITaHUEH-TIPOU3BOAUTEIIEM;

® JCIOJIB3YWTE JIOTIOJHHUTENBHOE JIMLIEH3MOHHOE MpPOrpaMMHOE obOecreueHue, I03BOJISIoIIee
MOBBICUTh YPOBEHb 3aliuThl Bamero MoOOWIBHOIO YCTPOHCTBA — IEPCOHANBHBIE MEXKCETEBBIC
9KpaHbl, MPOrpaMMBbI TIOMCKA IIITHOHCKUX KOMIIOHEHT, MporpamMmbl 3amuThl 0T «CITAM»-pacceinok
U Tp.

3aBepuieHre padotsl ¢ COepOank OHaiH BBHINOMHIWTE IMyTeM BHIOOpPA COOTBETCTBYIOLIETO ITyHKTA
MEHIO.

Meps! 6e3onacHOCTH PHU padoTe ¢ YCcTpocTBaMH caMO00CTYKHBAHUS

IIpu nposenennn onepanuu ¢ Beoaom IIMHa BCEI'IA npuxkpsbiBaiiTe KJIaBHATYPY, Hampumep,
cBOOOAHOM PyKoii. DTO HE MO3BOJIUT MoIIeHHHKaM yBuieTh Bam ITMH wnu 3anucate ero Ha BUgeoKaMmepy.

3aMKM JoCTyma TI0O KapTaM B CIICIHAJIbHBIC ITOMEIICHHS, TJA€ YCTaHABIMBAIOTCS Y CTPOMCTBA
camMoo00cIyXKUBaHUsI, He TOJDKHBI TpeOoBaTh BBoa [IMHa. Ecim st npoxona B moMemnienue ot Bac tpedyercs
BBectu [IMH, e memas atoro, obparurech B bank. Eciu Bel panee mbITamuch BOCTIONB30BATHCS MOTO0HBIM
YCTPOWCTBOM, peKOMEHIyeM Bam cpodHO 3a0JIOKHpOBaTh KapTy, I[O3BOHHB II0 HOMeEpaM Telle(poHOB,
yKa3aHHBIM Ha Y CTPOWCTBE CaMOOOCTY)KUBAaHUS WM Ha O0OPOTHOW CTOpoHE Barmieil kapThl, OOpaTUBIINCEH B
KonrtakThsiii nenTpa banka, He3aBUCHUMO OT TOTO, HOMYYWIHN 1K BBl JOCTYN K yCTPOMCTBY WU HET.

Jlo mpoBeneHus omepanmud B YCTPOHCTBE CaMOOOCTY)KWBAaHHS OCMOTPHUTE €r0o JHMIIEBYIO 4YacTb, B
YacTHOCTH, NoOBepXHOCTh Haj IIMH-kmaBuaTypoil W yCTpOMCTBO [uId IIpHUEMa KapThl B Y CTpOMCTBE
camMo00CIyXHBaHus. B 3THX MecTax HE JOKHO HaXOAUTHCS MPHUKPEIUICHHBIX MOCTOPOHHHUX MPEAMETOB HIIH
pexnamMHbIX OykieToB. Ilpu oOHapyKeHHU MOAO3PUTEIHHBIX YCTPOUCTB, MPOCUM HE3aMEIIUTETFHO COOOITUTD
00 stom corpymaukam [lompazmenenus banka, oOCTyXHBarOIMM Y CTPONCTBO CamMOOOCITYy)KHBaHUS, WM TIO
HOMEpaM Telle()OHOB, YKa3aHHBIM Ha YCTPOHCTBE caMOOOCIYKMBaHHS WIM Ha OOOpPOTHOHM cropoHe Baiueit

2 HpI/I HAJIMINHN TEXHUIECKON BO3MOKHOCTH.


https://esk.sbrf.ru/
https://online.sberbank.ru/

KapThlI. Onepaumo C HCIIOJIb30BAHUCM KapThl IJIA MMOJYUYCHHS HAJIMYHBIX B yCTpOfICTBC CaMOO6CHy>KI/IBaHI/I$I B
JaHHOM CJIy4ac MpOBOAUTH HE CIICAYCT.

He npumensiite pu3nyecKyto cuiy, YTOOBl BCTaBUTh KapTy B YCTPOWCTBO caMooOchykuBanus. Ecnu
KapTa He BCTaBISIETCS, BO3IEPIKUTECH OT HCITOJIb30BAHUS TAKOTO Y CTPOMCTBAa CaMOOOCTYKUBAHHS.

[Ipu mpreMe U BO3BpaTe KapThl OAHKOMATOM HE MBITAHTECh YCKOPUTH MPEPHIBUCTOC JBUKCHUE KapThl B
KapTonpueMHuke. HepaBHOMepHOE NBMKEHNE KapTHI ABISETCS HE cO0eM, a HEOOXOAMMBIM CPEICTBOM 3aIIHUTHI
Baineit kapTbl OT KOMIIPOMETAIIUH.

Buumanne! He coBepmaiite Ha YcrTpoiicTBe caM000C/aYy:KHBAHUSI HUKAKMX oOlNepaunuii 1o
YKa3aHUSIM TOCTOPOHHHUX JIMI, MO3BOHMBIINX Bam m mnpeacraBuBmuxcsa padornmkamm banka wim
APYruX OpraHu3anmii.

Mepnbi 6e3onacHocTH npu padote ¢ MoOMIBHBIM 0AHKOM U
MoouibHbIMM NpUJIO:KeHUsIMU banka

[Ipu yrpare MoOHIBHOTO YCTPOHCTBa, K KOTOPOMY MOAKIIOYeH MOOWIHHBIN OaHK WM Ha KOTOpOE
ycraHoBieHo MoOwibHOe npunokeHne banka, Bam cienyer cpoyHo oOpaTHTBCS K CBOEMY OIEpaTOpy COTOBOM
cBsi3u s OmokupoBku SIM-kapTel u B KonTaktabiil LlenTp banka mis mprocTaHoBKH AelcTBUST MOOHIBHOTO
OaHKa 1/uiu OIOKUPOBKH moctyra B Coepbank OHaiiH.

[Ipu cmene Homepa TenedoHa, Ha KOTOpBIM mMOIKIOueH MoOwibHbld Oank Bam HeoOxoammo
He3aMeJINTeIbHO 00paTuThesi B moboe [lompasnmenenne banka u opopMuTh 3asBIeHHE Ha OTKIIOYEHHUE
MoOuipHOTO 6aHKa OT CTApOTro HOMepa TenedoHa U Ha MOIKIIOYSHIE YCIYyTH Ha HOBBIN HOMeEp TenedoHa.

[lpu BHe3amHOM mpekpameHud padboTel SIM-kKapThl HEOOXOAWMO CpPOYHO OOpPATHTHCS K CBOEMY
OlepaTopy COTOBOM CBS3M 3a YTOYHEHHEM TPHUYMH — B OTHOIIEHMH Bac BO3MOXHO MpoOBeACHHE
MOIIEHHUYECKUX JECHCTBUN TPETHbUMHU JIULAMHU.

[Ipu mopxmroueHun MoOwnpHOTO OaHKa, Bam crtanoButcs moctymHa ommus «beictperi [lnmarex» —
oriara Jo0oro HoMepa MOOMIIbHOTO TenedoHa M mononHeHuss Cuera KapThl o0 HOMepY TenedoHa ¢ Bameit
NeOEeTOBOM KapThl MOCPEACTBOM OTHpaBkH SMS-cooOmienus. Bbl Mokere oTkimo4arh ommuto «BBICTpHIi
[Tnarex» B mr060e Bpems, orrpaBuB komaary «HOJIb» va Homep 900 nnn obpatuBmmcs B KonrakTaerii LleHTp
Banka. IToaxmouats ommuio «beicTpeiii [natesxx» Bbl Moxere B J1000€ Bpemsi, 00paTuBIiiuch B KOHTaKTHBIN
Ientp banka.

Bynbre BHUMaTENBHBI — HE OCTaBIANTE cBoe MOOMIIEHOE YCTPOHUCTBO 0€3 MPUCMOTPa, YTOOBI HCKIIOYUTh
HECaHKLIIMOHUPOBAHHOE UCTIOJNIb30BaHne MoOmibHOro 6anka 1 MoOuIbHBIX NpuiioxkeHui banka.

Ucnonb3yiite Tonpko odunuansHbie MOOHIBHBIE NMPHUIIOKEHUS baHKa, JOCTYHHBIE B O(UIMATBHBIX
MarasyHax NPWIOKEHHH TNpou3BoIUTENe MOOMIBHBIX miardopm. OOs3arensHo yOenuTech, YTO B IOJIE
«pa3paboTUYUK MOOHMIBHOTO NMpUiIokeHus» ykazaH [TAO CoepOaHK.

CBOEBPEMEHHO YCTaHABIMBANTE JOCTYIHBIC OOHOBICHHUS OIEPAIIMIOHHON CHUCTEMBI M TPHUIOKCHHUN HA
Bame MoGOunsHOe ycTpoiicTBo. Vcmonb3yiiTe aHTHBHPYCHOE MporpaMMHOe obecnieucHue it MOOHIBHOTO
YCTPOMCTBA, CBOEBPEMEHHO yCTaHABIMBANTE HA HETO OOHOBJICHUS] aHTUBUPYCHBIX 0a3.

He ycranapnuBaiiTe Ha cBoe MOOUIBLHOE YCTPOMCTBO HEIMIICH3MOHHBIE OINEPAIMOHHBIC CUCTEMBI, TaK
KaK 3TO OTKJIIOYAeT 3al[UTHBIC MEXaHU3MBbI, 3aJI0KCHHBIC IPOU3BOJMUTEIIEM MOOWIbHOW IaThopmel. B
pe3ynbrate Bame MoOmiIsHOE yCTPOHCTBO CTAHOBHUTCS YS3BUMBIM K 3apayKEHUIO BUPYCHBIMU IPOTPAMMAaMU.

He mepexomure 1o ccbulkaM HW HE YCTAaHABIMBAaWTE NPUIOKCHHS/OOHOBICHHS O€30MaCHOCTH,
npumeamnue B SMS-cooOmieHun, Push-yBenoMIeHHH WM 1O 3JIEKTPOHHOM MOYTE, B TOM YHCJIE OT WMEHH
Banxka.

Ycranoute Ha MOOWIEHOM YCTPOWCTBE MApOJb I JOCTyIa K YCTPOWCTBY, NaHHAs BO3MOXHOCTH
JIOCTYIIHA 151 JTFOOBIX COBPEMEHHBIX MoJIeield MOOMIIbHBIX YCTPOUCTB.

He ucnonesyiite MoOuiabHOE YCTPOWCTBO Ui JOCTyHa K MOJHOQYHKIMOHAIBHOH Bepcuu COepOaHk
Omaity, 71 3TOTO CYMIECTBYIOT CIIEIUATN3NpOBaHHBIe MOOMITEHEIC MPUIIOXKEHHS, pa3padboTanasie bankom.

3aBepmiaiite padory ¢ MoOWIBHBIM TNpWIOKeHHEM baHka depe3 3aBepileHHEe ceccuu (IO KHOIIKE
«BvIxom).

3ammra or SMS/Push-momenauuecrsa



Morennudeckue SMS-coobrenust/PUsh-yBeoMIeHUs, KaKk MpaBUiIo, WHOOPMHUPYIOT O OJOKHPOBKE
0aHKOBCKOW KapTbl, O COBEPILICHHOM TIEPEBOAE CPEICTB MM COAEPIKAT APYTryI0 HHPOPMALIUIO, TTOOYKIAIOIIYI0
MEepPe3BOHUTh Ha yKa3aHHbli B SMS-coobmennun/Push-ysemomennn Homep TtenedoHa Ui yTOYHEHHS
napopmanun. [lepe3BonumBriemy KiMeHTYy MOIIEHHWKH TIPEACTABISIOTCS  COTPYAHUKAMH  CITYXKOBI
0€30IacHOCTH, CHEHUAIUCTAMHU CIYKObl TEXHHMYECKOM TMONACPKKM OaHka M B yOenuTenbHOU (opme
MpeUIaraloT CPOYHO MPOBECTH JACUCTBHSI IO Pa30JIOKUPOBKE KapThI, IO OTMEHE MEPEBOJIA U T.I1., B 3aBUCUMOCTH
ot conepkanuss SMS-coo6rienus/Push-yBegomieHusI.

B cnydae moaydenus momoOHBIX SMS-coobrienuit/Push-yBeoMaeHHT HACTOSTEIBHO PEKOMEHIYyEM
Bawm:

e He repe3BaHWBaTh Ha HOMep TenedoHa, ykasauublii B SMS-coobimennn/Push-yse tomienuu;

e HE MPEAOCTaBIIATh, HHMOPMAIMIO O PEKBH3UTaX KapThl (HOMEpe KapThl, cpoke ee mericteus, [IMHe,
CVV2/CVC2/TIIK2 xoxe), Kourponsuoit naudopmanuu, Koge xnnenra Jlorune (Maentuduxarope
moJib3oBarenist), [locrostHaoM maposie, OMHOPA30BBIX MAPOJSIX, B T.4. MOCPESACTBOM HAMpPaBICHHS
oTBeTHBIX SMS-coobrenuit/Push-yBenomneHuit;

e HE INPOBOAUTH 4Yepe3 YCTpoiicTBa caMOOOCIYy)KMBaHMS HUKAKHWE ONEPAaLUd IO HHCTPYKLUSIM,
MOJTy4eHHBIM 110 MOOMIIBHBIM yCTPOWCTBAM.

B psine cinyuaer bank pacceutaet uadopmaitornsie SMS-coobienuns/Push-yBetoMeHust, pu 3TOM:

e B SMS-coobuienusx/Push-yBenomienusx, HanpasiseMbix baHKOM 1Mo ornepanusiM, MPOBEICHHBIM C
UcToNb30BaHueM Bareld kapTel, 00s13aTelbHO YKa3bIBAOTCA mociennue 4 uudpbl Homepa Barei
KapThI (MOIIICHHUKAaM OHH HE M3BECTHEI);

e SMS-coo6menusi/Push-yseomnennst Banka Bcerma ormpaBmsiorcs ¢ Homepa «900%, B HEX
YKa3bIBAlOTCS TOJBKO oduuuanbHele HoMmepa TenedonoB banka, omyOnukoBaHHbIE Ha
OdunnansHoM caiite banka wim ykazanHele Ha Baeit 6aHKOBCKOH KapTe;

e SMS-coo6menus/Push-yBegomnenus banka He pacchlIalOTCs ¢ OQHIIMATIBHBIX HOMEPOB Tele()OHOB
Konrakraoro Ientpa banka +7 (495) 500-55-50 u 8 (800) 555-55-50.

Ecnu monydyennoe SMS-coobmienne/Push-yBeqomiieHne BbI3bIBACT JHOOBIC COMHEHHS WM OIMACEHHs,
HeoOxonumo obpatutbesi B KonraktHeiil Lentp banka mo oduimansHeiM HoMepaM Tene(oHOB, pa3MelIeHHBIM
Ha 000POTHOI cTOpoHE KapThl Wi Ha OunmansHoM caiite banka.

B cnyuae ecu Bol Bce xe moctpaganu ot SMS/Push-momenHmuecTBa, HE0OX0MMO:

- HeMmeaneHHO oOparuthcs B KonrtakTHbiii Llentp banka no oduumansHeiM HOMepaMm TeneQoHOB U
3a0JIOKUPOBATH KaPTY, PEKBU3UTHI KOTOPOI OBUIM COOOIIEHBI MOIIEHHHKAM WJIH 110 KOTOPO# ObLIH
COBEpIIECHBI MOIIIEHHUYECKHE OIepalui;

- HEeMEMJICHHO 00paTUThCS MO TeineOHy K Omeparopy CBs3H, B aJIpec KOTOPOTO IIePEBE/ICHEI
Cpe/ACTBa, C 3asBJICHHEM O MOIICHHHYECTBE M BO3BpaTe CpPeACTB (KaK MpaBwio, WHGOpMAIUs O
HOMepax Tele(OHOB, Ha KOTOpbIe ObUIM HEPEBEAEHBI CPEACTBA, COTOBOM ONEpaTope W HOMEpax
TeNe()OHOB KOHTAKTHOTO IIEHTPa COTOBOTO Oleparopa yKa3aHbl Ha 4YeKe, IOJYYCHHOM B
YcrpolicTBe caMo00CTyKIBaHUS);

- I1ojaTh uepes J1000e MOoApa3/IeIeHUE MOIUIMHY 3asIBJIEHHE O COBEPILIEHHOM MOILLICHHUYECTBE HA UMs
HavanpHuKa yrpaienus «K» T'YBI\VB/I.

3ammTa ot e-mail MmomeHHnYecTBA

MaccoBsie MolieHHHUecKHe e-Mail-pacceuikm, Mackupysce mox 6penn ITAO CoepbaHk, Kak MPaBHIIo,
npeaHa3HAYECHBI JJISL:

- 3aMaHWBaHHA TONydYaTeseldl COOOINEHWH Ha CAWTHI-«IOBYIIKH», Ha KOTOPBIX TOJ pa3iNMIHBIMH
MpeJIoTaMH MOIIEHHUKH MOTBITAIOTCS MOJYYHUTh MEePCOHANbHBIC U KOH(WICHIMAIbHbBIC TaHHBIE
(®UO, Jlorun (Mpentuduxarop mosip3oBarens), [loctosHHBI maposs, OmHOPa30BBIE MapOIH,
KonTponbHyto uHpoOpMaIrmi, HOMepa O0aHKOBCKMX KapT W HX cpoku nedctBus, I[IMHEI,
CVV2/CVC2/IIIIK2 xomei, Kom kimeHta u mp. uHpOpMaimio). Yacto Ha Takux cadTax
pa3MelarTCs BUPYCHI, 3apakarolie KOMITBIOTEPHI IPH OTKPBITUU CTPAHMIL;

% VkasaH OCHOBHOI HOMep, JIJIsl pa3HbIX pErMOHOB BO3MOKHA TakkKe pacchiika ¢ Homepos 9000, 9001, 8632, 6470, SBERBANK.



MPUHYXICHUSI IO/ PA3IMYHBIMHU MIPEJIOTaMHU TIOJTyJaTelIel MMceM Ha OTKPBITHE (aiiiia-BIOXKCHNUS,
coJiepKalliero BUPYC, MM MEPeXo/1 0 CChUTKE JIJTSl 3arPy3KH BUPYCHOTO (aiiia.

HpI/I3HaKI/I TOTO0, UTO C-mail-COO6H_ICHI/Ie SABIIACTCA MOIICHHHUYCCKHUM:

COOOIIIEHUS 3aMacCKUpPOBaHbl Mo oduiManbHble MuchMa baHka u TpeOyrot ot Bac kakux-mubo
OBICTPBIX ICHCTBHIN MIIH OTBETA;

aZpec OTIPABUTEIS U TEMa COOOIIECHUS 3aMacKHPOBaHBI TT0T 0OpaIeHus OT UMEHN baHKa.

[Ipumepsl HauMeHoBaHus oTnpaButeneii B [Ipumepsl TeM co001IeHNIE B MOIIIEHHUYECKUX
MOIIIEHHUYECKUX COOOIIEeHUsIX: paccbLIKax:

Coepbank Onunaiin (info@sber.ru) — «Coo01ienue 00 yBennueHUH

Co6epbank Poccuu (noreply@sber.ru) SANOIDREHHOCTID

. — «Coo0menne 00 YBETUICHUN JOJITa)
Coepbank Mudopwm (statistics@sber.ru) B y A

— «Coobmienne 00 yBeImueHNH 33 I0KECHHOCTH

H 11p.
p na JULMM.ITTT»
MMChMa COAEPIKAT CCHUIKM Ha MHTEPHET-PECYPCHI, TOX0KHE Ha opHUIHanbHbIe pecypchl banka,

URL-agpec ccpIIKM B THCbME OTAMYaeTcss OT odunuanbHoro aapeca (Www.sberbank.ru),
BO3MOJKHO TaK)kK€ TMOSIBJICHHE BCIUIBIBAIONIMNX OKOH Ha OQHUIMAIBLHOM CaiiTe, B KOTOPOM
3amparninBaeTCs BBO WU MOATBEPXKICHNE Ballux mepcoHalbHBIX JaHHBIX;

K COOOLICHHUIO IpuiiaraeTcs Gain-pioxKeHne, KOTopblii BaM HaCTOWYMBO pEKOMEHIYIOT OTKPHITH;

B TEKCTE COZAEPIKATCS SIBHBIC ONEUATKH WIH oporpapuyecKre oMKy,

Oo6pamaem Bame Bunmanue, uro [IAO Coepbank HUKoOraa:

HE OTMPABIISIET COOOIICHNUS C MTPOCHOO MOATBEPANTH, OOHOBUTH WIIH NIPEAOCTABUTH IIEPCOHATBHBIC
u koHpuaeHmaneHble nanubie (OUO, Jlorun (Maentudukarop monb3oBatens), [locTosHHBIN
napoiss, OgHopasossle naponu, KoHTponsHyo uHpOpManuo, HoMepa OaHKOBCKUX KapT M CPOKU
ux geiictBus, I[IMHe, CVV2/CVC2/IIIK2 komel, Kom kiweHTa, HdaHHBIE JTOKYMEHTA,
yIIOCTOBEPSIIOIIETO JTNYHOCTh, HOMEP MOOHIBHOTO TesieOoHa U . HH(OpMAIIHIO);

HE OTIIPABJIACT COO6I]_I6HI/I$I C (1)OpMOI>'I JJIs1 BBOJa Bammx NEPCOHAIBHBIX TAHHBIX;

He npocut Bac 3aiitu B muuHbIi kaOuHet CoepOank OHIalH 1O CChIJIKaM B HUCbMaXx.


http://www.sberbank.ru/

